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— AGENDA

| DIE HERAUSFORDERUNG

END-TO-END SECURITY

| DAS ZUSAMMENSPIEL

MICROSOFT & CISCO

| DIE LOSUNGEN VON CISCO

EMAIL THREAT DEFENSE
SECURE ACCESS
IDENTITY SECURITY
XDR




— SLIDOUMFRAGE

Haben Sie bereits Microsoft Security Losungen im Einsatz?

Nein
E3 Lizenzen

ES5 Lizenzen

Suiten




— SLIDOUMFRAGE

Wie viel Prozent aller IT-Angriffe zielen auf den User ab?

50%

05%
80%
95%
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—

Phishing Mail

Social Engineering e,

CIsCO

Browser basierter
Angriff

Malicious Website

Passwort
Diebstahl

MFA Angriff

Deep Fakes




e DIE HERAUSFORDERUNG

> |T Security ist fragmentiert
> Angriffe werden komplexer

> User arbeiten tberall

I'T Security muss End-to-End gedacht werden




e DIE HERAUSFORDERUNG

Einzelne Security Produkte reichen nicht mehr aus. Wir
brauchen eine ganzheitliche Security!

> |dentity
» Endpoint

> Access / Traffic

» Detection / Response

Schutz in jeder Ebene nétig




— DAS ZUSAMMENSPIEL

Microsoft sieht den User und das Gerat

->Das ist die Basis

Cisco erganzt:
-> Sicheren Zugriff & Traffic

-> Detection & Response

Gemeinsam entsteht echte
End-to-End Security




DAS ZUSAMMENSPIEL

» Microsoft E3 Lizenz (July 2026)
okta > Advanced Email Security

» Defender Suite

» Entra Suite

Identity
Security

Microsoft 365

EEEEE / » Digital Experience Monitoring
| » NAC

» NDR
> |dentity Security




DAS ZUSAMMENSPIEL

» (Cisco User + Breach Protection Suite

e
.. CIsco

» Advanced Email Security
N > EDR
> SSE
o > NAC
» XDR
» NDR

-




— DAS ZUSAMMENSPIEL

Cisco erganzt und ersetzt nicht

USER PROTECTION SUITE -> Access
> Zugriff absichern
» /Zero Trust

BREACH PROTECTION SUITE -> Detection
» Bedrohungen erkennen

» Response automatisieren




User Protection Suite

Breach Protection Suite

TTTTTTTTTTSTomooosomosososoooosoooooosooooo- ( SECURE SERVICEEDG ~ E )
O B @ B |
: Secure Internet ZTNA for SaaS Experience VPNaaS \
E Access and Private Apps Insights !

Posture & Auth
Management

Network Access IoT
Control Protection

-_——

~N

« | € ®

Email Thr'eat Network Visibility
Security Detection and and Analytics
Response
O
Endpoint | ®/|
Security _
Incident Managed
Response Services




User
Protection
Suite
secures a/l

 SECURE SERVICE EDGE

S 2

Secure Internet ZTNA for SaaS Experience VPNaaS
Access and Private Apps Insights

& @ D

Network Access Posture & Auth Identity
Control Management Security
<7

@ O
-
Email Endpoint IoT

Security Security Protection
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Cisco User Protection Suite & Microsoft: Better Together

Microsoft E3: Workplace infrastructure & productivity solution with light security

Identity Zero Trust Email Endpoint
Access & Server
whyare IT Infrastructure Entra ID A Erl];[farﬁgﬁi 8 Microsoft 365 Microsoft
bugying E3? & Productivity Active Directory p%evices Enterprise Email Windows
mghigcggy Basic Security Basic Not included Basic blocking . E)e f‘?ntd%rlf((’g
Sl in E3 MFA (Entra suite only) (spam & phishing) r(lengz/?es corve rsy)
Wiliatoapabilitics Cisco User Dug Cisco Secure Email Threat Secure
does Cisco provide? . . Cisco Identlty :
Protection Suite RicllE s Access &ISE Defense Endpoint
Better together : Secure Service Anti-spam +
@ Zero Trust MFQ e+ Cludrﬁnt'ty Edge + Network Advanced Threat EPP + EDR
strategy y Access Control Protection




Breach
Protection
Suite
enhances
resiliency

Cisco XDR

4

Secure Email
Threat Defense

)

Secure Network
Analytics

po

Secure Endpoint

Talos Incident
Response

O
(@)

Cisco Managed
Services



Breach Protection Suite + Microsoft E3

Microsoft E3: Workplace infrastructure & productivity solution with light security

: Endpoint
Email N[BI3 XDR MDR
& Server
ZYth?Zuons IT Infrastructure Microsoft 365 Microsoft Network Network & Network &
bugying E3? & Productivity Enterprise Email Windows Cloud Cloud
What security Basic Security Basic blocking Defender for . ) )
ﬁ]rglﬂtégtj?are i E3 W m & phishing) Endpoint P1 (AV) Not included Not included Not included
What capabiliies ~ Cisco Breach Email Threat Secure Cisco Secure Cisco XDR Managed XDR /
does Cisco provide? Protection Suite Defense Endpoint Network analytics Be0 Talos hours
~
@ Better together Anti-spam + 24x7 monitoring,
BT Zero Trust Advanced Threat EPP + EDR NDR XDR detection
é,,? strategy Protection and response
/

© 2025 Cisco and/or its affiliates. All rights reserved.

Breach Protection Suite

Cisco Confidential



Cisco & Microsoft: Better Together

Microsoft E3: Workplace infrastructure & productivity solution with light security

Identity Zero Trust Email Endpoint XDR
Access & Server & NDR
by e IT Infrastructure Entra ID R lise Microsoft 365 Microsoft Network &
. t. . . i ) H 1 . .
ngy?r?gI;ZE:;??ns & Productivity Active Directory Ap%lca'tlons & Enterprise Email Windows Cloud
evices
What security Basic Security
producis are in E3 Basic Not included Basic blocking Engegﬁd%ﬂﬁ&w Not included
included? MEA (Entra suite only) (spam & phishing) P
What biliti Cisco User Duo + . . Cisco XDR &
doei cC:?st:% pl):’cl)?/?de? Protection Suite Cisco Identity gls co Secure Err];a 1}Thre i Se cure Secure Network
Inte lligence ccess &ISE efense Endpoint Analytics
Y
Better together . Secure Service Anti-spam +
//\\ Zero Trust MFng Idgtntlty Edge + Network Advanced Threat EPP + EDR XDR + NDR
é& strategy ceuttly Access Control Protection
User Protection Suite g

© 2025 Cisco and/or its affiliates. All rights reserved.

Breach Protection Suite

Cisco Confidential




User Protection Suite
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Essentials

» Secure Access Essentials

(Secure Internet + Secure Private Access)

» Duo Advantage

 Email Threat Defense

Essentials

* Cisco XDR Essentials
* Secure Endpoint Advantage
e Email Threat Defense

Advantage

Everything in Essentials Plus

» Secure Access Advantage
(Secure Internet + Secure Private Access)

* |SE Premier

» Secure Endpoint Advantage

Advantage

Everything in Essentials Plus

Cisco XDR Advantage

Secure Endpoint Premier

Secure Network Analytics

Cisco Telemetry Broker

Premier
Everything in Advantage Plus

* Cisco XDR Premier (Managed XDR)
* Cisco Talos Incident Response

* Cisco Technical Security
Assessments

22
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| CISCO SECURE ACCESS

SSE-PLATTFORM FUR SICHEREN ZUGRIFF
AUF ANWENDUNGEN




Users
Everywhere

Managed and
unmanaged
devices

i

Traditional Infrastructure

Traffic

Internal 20% @

Internet 80% -

Datacenter

=~ =Jsa4

“1SaaS Apps




Secure Service Edge
SSE

Users
Everywhere %

=

to anywhere [

Managed and
unmanaged
devices

=

Datacenter

TORS

IT FOR IKNHNOY A

CP |
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Secure Service Edge - Kernbausteine

Zero Trust Network Access Cloud Access Security (CASB & DLP)

R/

0

Secure Web Gateway Firewall as a Service (IPS)

ACP | Seite 26



Secure Service Edge — AddOn’s

DNS Security SDWAN Integration
Advanced Malware Protection File Sandbox

Remote Browser Isolation Digital Experience Monitoring
VPN as a Service Al Assistant

ACP | Seite 27



Secure Internet

Use Cases unserer Kunden

Access

Secure Private

Access

&
>

Internet
apps

SaaS
apps

Private
apps

Secure Service

Edge (SSE)

Secure Access
from anywhere to
everywhere

ACP | Seite 28



Secure Internet Access

- Cisco Secure Access

V—"4

Public Applications . T ﬂ — ieel 2222
( D = 7 “' "'
— DN SWG DLP CASE AT
@

=2 @}

]

| bR A Device Pastura i

1

1 |."'

| Support and Health Snrvicas
e - Qiptional -- Router

Secure Access PoPs

Capab bilities SAML 2.0 + cert-based authentication . Slng|e Inline inspec[iﬂn
- Posture verification (optional) - Application policy
- IPS

ACP | Seite 29



Secure Private Access

@.

VPN

. §

Private traffic

e Cisco Secure Access

> & e l}%

L MFA Posture |
Support and Health ;

Secure Access PoPs

I

L3/4 FW
w/ IPS

Backhaul
IPsec tunnels

0

Public/Private Cloud

DC/Colo/
Branch

e o

- SAML 2.0 + cert-based authentication

- Posture verification (optional)
- Trusted Network Detection

- Start before logon
- IPS

. Granular context-based control

ACP | Seite 30
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9 Cisco Secure Client — *

: Network Visibility Module
@ Eiginne-: GTDni_mos-RADILIS -TLS - Auto Select Network Detection & Res ponsc
(V)

Mearest Location.
SGTDemos-RADIUS - TLS - Auto § Disconnect

00:23:52 (29 Days 23 Hours Remaining) IPv4

Secure Access
daq Z:'?Tr:st Access is active. VP N'a S-a 'S (& I'ViC c

(V)

Cisco Secure Client

Secure Access
ISE Posture: .
@ Compliant. Secure Private Access
0 Network access allowed. Scan Again

— ISE

Connected, Device authentication and posture

| Flash Scan

— Secure Endpoint

Umbrella:

@ Umbrelia s active. Endpoint Detection & Response
(V)

Secure Access
Secure Internet Access

ACP | IT FORINNOVATORS
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| EMAIL THREAT DEFENSE

ERWEITERTE EMAIL-SICHERHEIT DURCH ZUSATZLICHE
DETECTION, VISIBILITY UND RESPONSTE




Anton Scheibenzuber

ACP IT Solution AG - Hauzenberg

Support Engineer
CCNP Security

ﬂ anton.scheibenzuber@acp.de

R +49 8586 9604 195

!T for
innovators.

ACP | Seite 34
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Comprehensive Email Protection

—
L1l 7])
Sender O N

reputation @ URL reputation

File reputation
and analysis

Email Threat
Defense

a0 0
O_JC

Malicious QR code Phishing / BEC Internal Threats

© 2025 Cisco and/or its affiliates. All rights reserved.

O

%~ Content
< scanning

Spam
protection

Account Takeover
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Jede E-Mail wird auf
eine Vielzahl —
unabhangiger ~
Signale uiberpriift
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Signale ML Classifier Ergebnis

Die endgiiltige Entscheidung erfolgt durch
das Zusammenfiihren aller Signale.
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|° Brand impersonation * Low content reputation * Reused URL

IWI * Low-reputation TLD « Sender IP reputation

» Data input request * Malicious HTML attachment « Sender domain brand

» Disposable sender address * Malicious URL Impersonation

* Domain brand impersonation ¢ Masqueraded file extension » Sender domain reputation

* Email address in subject * Open redirect » Sender name brand

» Email without text * QR code Impersonation

» External admin * Rare sender address * Sender name impersonation

» External support  Rare sender domain  Sender name mismatch

+ Fake reply + Rare sender domain for * Shortened URL

* Frequent sender recipient » Suspicious button

* Frequent sender for recipient |+ Rare sender domain for » Suspicious sender address "

* Frequent sender for recipient's| recipient domain » Suspicious sender domain =
domain » Rare sender for recipient * Unicode masquerade »

+ Hidden text * Rare sender for recipient * Urgency 5

» Hidden text injection domain * User impersonation -

* |Image-only emall » References to cryptocurrency ¢ Username in subject »

* Inferred greeting * Reply * Victim impersonation o

* Internal emall * Request for contact details * Victim specific URL -

* Link masquerade * Request for credentials * Young domain —

» Link visit request * Request to open attachment E
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_ 9099 =
S % @ @ @ % 0@
Legitime Mail @ @ @ @ Ergebnis: PASS

— 0©
> OWY >

/ ©

Phishing Mail . . Ergebnis: BLOCK




Complete visibility & protection for all messages

Secure Email Gateway Cisco Secure Email Threat Defense
Modifies and filters inbound and outbound Has complete visibility of inbound, outbound and internal
messages that cross the perimeter messages

VR

Internet «— — -«

Journal

Email Gateway Microsoft 365 Cisco Secure
Email Threat

\ , Defense
]

© 2025 Cisco and/or its affiliates. All rights reserved. CiIsco

Cisco Confidential



\ 2 ;
' =- Microsoft e F

i - CISco




| CISCO XDR

ZENTRALE SECURITY-OPERATIONS-PLATTFORM ZUR
ERKENNUNG, ANALYSE UND REAKTION AUF BEDROHUNGEN
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e ALLTAGLICHE GEFAHREN >0

(@),

>v< DNS IDENTITY\
Umbrella EntralD

E-MAIL ENDPOINT

—7
&
TAKEAWAYS:
Wissenund Spurenin Silos 1

Angreifer hinterlassen Spureninjeder Losung

Exchange Online Cisco Secure Endpoint

NETWORK
Aufklarung von Vorfallen erfordert Sichtbarkeit Cisco Firewall
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e ALLTAGLICHE GEFAHREN o1

(@),

>< DNS IDENTITY\
Umbrella EntralD

E-MAIL ENDPOINT

—7
&
REALITAT:
Keine Ubersicht iiber Meldungen 1

Keine systemiibergreifende Korrelation

Exchange Online Cisco Secure Endpoint

NETWORK
Ressourcenprobleme Cisco Firewall




— IM EINSATZ: CISCO XDR

Palo Alto Networks Cortex Cloud \ CrowdStrike Falcon

m SentinelOne Singularity

@&y Proofpoint Threat Protection B Ivanti Neurons for MDM

Microsoft

Defender
For Endpoint

Microsoft Entra ID A Microsoft Cloud

VirusTotal " Trend Vision One

& Observable Networks Appliance

On-Prem Sensors for Netflow, IPFIX and sFlow

Me O &

o
52
o

SEC. OPERATIONS
MIT CISCO XDR

Secure Firewall

C ¢S Cisco Meraki

(O Cisco Secure Access

¢ U Umbrella
{d Secure Email Appliance

g\? Cisco Duo
% Secure Endpoint
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SEC. OPERATIONS
MIT CISCO XDR

« Incidents
€& - Suspicious Endpoint Activity and Registry Commands Detected - -+
Reported by Cisco XDR Analytics on 2025-06-25T15:55:19.029Z Unassigned
View detailed description
The incident occurred on Jun 25 2025. Suspicious endpoint activity was identified by Cisco Secure Cloud
Analytics and suspicious registry commands were flagged by Microsoft Defender for Endpoint. Observables
included an endpoint bs-xdr-client02 and a user maxmustermann, a... Al-generated more
Overview Detection Response Worklog Report
.~ Expand
= O
-]
-
Hostnames IP Addresses bs-xddr-client02 ! !
MaxMustermann
e
EH
<> ]
i3]
) 73S §-1-5-21-16380249
] B
* o
b bs-xdr-srv01 Q{C:)}
5
Administrator
Show timeline B Maiicious [l Suspicious [ Common [ Unknown [ Clean [ Asset
3 Assets Viewall 52 observables View all 5 Indicators View all
TOP ACTIVE TOP ACTIVE TOP ACTIVE
O @ Device B P Address Microsoft Defender for Endpoint
bs-xdr-client02 @ 3 events 192.168.1.77 @ 3 events An active 'ClickFix' malware in a command line was prevented from executing 1 event
0O user D SHA1 Hash Cisco Secure Cloud Analytics
MaxMustermann @ 3 events 8baab02fdc6bat7545c0717e2b9063a0bfe3f278 @ 2 events Content Download Using Powershell - Suspicious Endpoint Activity 1 event
E Endpoint > File Path Microsoft Defender for Endpoint
bs-xdr-srv01 @ 2 events C:\Windows\explorer.exe @ 2 events Suspicious command in RunMRU registry 1 avent
{Op Process UID Cisco Secure Cloud Analytics
ef7568900063a1b033717008848671fc322f8708 @ 2 events p Request to Teleg - pici Endpoint Activity 1 avent
a File Name Cisco Secure Cloud Analytics
Rechnung #45323432.exe (*) 2 events WinRM C: ion - Suspicious Endpaint Activity 1 event

| IT FOR INNOVATORS




ACP —
— |IM EINSATZ: CISCO XDR >

SEC. OPERATIONS
MIT CISCO XDR

5 Indicators View all
3 Assets View all TOP ACTIVE
TOP ACTIVE Microsoft Defender for Endpoint

An active 'ClickFix' malware in a command line was prevented from executing 71event

(!_) m Device

bs-xdr-client02 @ 3 events Cisco Secure Cloud Analytics

Content Download Using Powershell - Suspicious Endpoint Activity 1 event
Q User
MaxMustermann @ 3 avents Microsoft Defender for Endpoint

Suspicious command in RunMRU registry 1 event
E' Endpoint
bs-xdr-srv01 @ 2 avents Cisco Secure Cloud Analytics

Suspicious Request to Telegram - Suspicious Endpoint Activity 1 event

Cisco Secure Cloud Analytics

WinRM Connection - Suspicious Endpoint Activity 1 event
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First seen

IM EINSATZ: CISCO XDR

Severity

Source

Indicators

o
55
o=

SEC. OPERATIONS
MIT CISCO XDR

Observables Assets

2025-06-25T15:14:48.000Z

2025-06-25T15:20:44.308Z

2025-06-25T15:29:41.000Z

2025-06-25T15:31:33.000Z

2025-06-25T15:14:47.000Z

2025-06-25T15:51:27.000Z

2025-06-25T15:51:37.000Z

Microsoft Defender for

Office 365

Microsoft Defender for E... [

XDR Endpoint (7

XDR Endpoint (7

Secure Email Threat Defe... [

Secure Endpoint [

Secure Endpoint (7

‘Tisar' malware was detected

Suspicious Endpoint Activity

Content Download Using Powershell - Sus...

Gen:Heur.Bodegun.23

Gen:Heur.Bodegun.23

m Max Mustermann @

®2 melanie@soc.swsrz.de @
®3 https://pastebin.com/VnLagzSq @
",’Q Ausstehende Rechnung #24874 - bitte melden @

+4 more

®M 96df96f572dd8ff7ede2d054390a005c... 12135 (~) @ bs-xdr-srvo1 (V)
= C:\Users\Administrator\Downloads\BrainShar... @ Q BS-XDR-SRVO01/Administratc
[ 3cBc4a7684215608b4388272b106a3c... abeT (V)

+7 more

%™ 96df96{572dd8ff7ede2d054390a005¢c... 12135 (~) (@) bs-xdr-client02 ()
Q. MaxMustermann () [ bs-xdr-cliento2 (~)
& 037b2108d3e9efb02bc84111d82fe5e66d1c... ()

+7 more

"@ -NoProfile -ExecutionPolicy ByPass Invoke-W... @ m bs-xdr-client02 @
%Y 96df96f572dd8ff7ede2d054390a005¢... 12135 () Q MaxMustermann (~)
?3C:\Users\MaJ(Mustermann\Downloads\Rechn... @

+10 more

o Max Mustermann @

®2 melanie@soc.swsrz.de @

®3 https://pastebin.com/VnLagzSq @

3 Ausstehende Rechnung #24874 - bitte melden @
+5 more

% 96df96f572dd8ff7ede2d054390a005c... 12135 (~) () bs-xdr-client02 (~)
[ dcafdcd96efe7bd1e123c4cbal905916... 7bf58 ()
= WA\C:\Users\MaxMustermann\AppData\Local\... @

+2 more

® 96df96f572dd8ff7ede2d054390a005c¢... 12135 (~) () bs-xdr-client02 ()
[ dcafdcd96efe7bale123c4cbal905916... 7bf58 (V)

[3) 7zFM.exe (V)

+2 more
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SEC. OPERATIONS
MIT CISCO XDR

®

Ausstehende Rechn...
Malicious Email M...

Contains
: 4
® @ ‘_.Exec:uted""' / Q
MaxMustermann Q
C:\Users\MaxMuste...

https://pastebin....
BS-XDR-SRV01/Admi.. Malicious URL

Observed On

Executed

o

Communicater """*h

( | ) ( )
e —— Communicated With -—__& |

bs-xdr-srv01
bs-xdr-client02
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http://62.60.226....
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SEC. OPERATIONS
MIT CISCO XDR

3 Assets View all 50 Observal
TOP ACTIVE
User MaxMustermann
| Device
(") m ) Investigate observable [
bs-xdr-client02 @ User MaxMustermann
Q User Attributes 1 Ol Copy value :
MaxMustermann ° User . + Addtonew case 1
MaxMustermann -+ Add to active case
EI Endpoint
bs-xdr-srv01 @ @ Automation €

(* *Microsoft Entra ID - Disable User

@ il
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SEC. OPERATIONS
MIT CISCO XDR

'#

-
IP Addresses

bs-xdr-srv01
Endpoint

Df—h-" ) y=Communicated With
- L4

LY

bs-xdr-client0:
Device

Communicated With

Executed/Connec

Administrator
User

Device bs-xdr-client02

Attributes

acudid

f1208f32eeaa7299c94ff4d5d4f59¢ck. ..

AMP GUID

148c8283-97e1-4e37-a08d-985b5d...

Cisco Unified Connector 1D

49896¢c1c-b75a-418f-b660-69a9720...

Hostname
bs-xdr-clientd2

|P Address
185.210.100.241

P Address
192.168.1.77

IP Address
10.255.255.83

|Pvb Address

148cB283-

AMP GUID 97e..985b9d0b4014

Investigate observable [7

[ Copy value

+ Add to new case

Orbital
Investigate in Orbital [T

Secure Endpoint - ACP IT Solutions AG - Secu...
Device trajectory [
Search for this AMP Computer GUID 7

(® Startisolation

®
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IM EINSATZ: CISCO XDR

’#

ﬁ_,'
IP Addresses

bs-xdr-srv01
Endpoint

. Suspicious

Accessed EI*_..r

—— e

L

-"' E rﬂummunlcated With

bs-xdr-clientd2
Device

Communicated With

Endpoint bs-xdr-srv01

Attributes

Connected me!l

\

Hostname
bs-xdr-srv01

|P Address
192.168.1.2

|P Address
10.255.255.61

|Pv6 Address
fe80::5648:b97a:34ed:eabe

Hostname bs-xdr-srv01

T e I s 11 sl WAL TP L= L —F

SOC LAB Entra - Microsoft Defender for En...

Search for this hostname [

@ ® ® ® @ @ @

®

Collect investigation package
Initiate automated investigation
Isolate Device: Full

Isolate Device: Selective
Remove app restrictions
Restrict app execution

Run antivirus scan: Full

Run antivirus scan: Quick

Talos Intelligence

o
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SEC. OPERATIONS
MIT CISCO XDR
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SEC. OPERATIONS
MIT CISCO XDR

PRODUKTUBERGREIFEND
Erkennungen: iibersichtlich & strukturiert i

Reaktionen: einheitlich & automatisierbar

EINFACH UND SCHNELL ANBINDBAR
,On-Top" eigenstandiger Losungen

Schnelle und einfache Einrichtung

ZEITSCHONENDER AUFBAU VON SOC FAHIGKEITEN
Vorgefertigte oder eigene Playbooks
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Automatisierung mit eigenen Workflows
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Microsoft sieht den User und das Gerat

->Das ist die Basis

Cisco erganzt:
-> Sicheren Zugriff & Traffic

-> Detection & Response

Gemeinsam entsteht echte
End-to-End Security




Organisation

Email-Security

Endpoint und Server-
Security

Berechtigungs- und
Zugriffsmanagement

Penetration-Tests

Ganzheitliche IT-Security

Firewall

Security K

Datentragerverschlisselung

Update Management

User-Awareness Trainings

Visibility

Segmentierung

Mobile Device Management

|dentity Intelligence

IT-Notfallplan fur
Sicherheitsvorfalle (IR-Plan)

Logging

Web-Security

VPN und Zero-Trust
Network Access

Cloud Nutzung (SaaS)

SIEM / SOAR / XDR

Compliance




Organisation

Email-Security

Endpoint und Server-
Security

Berechtigungs- und
Zugriffsmanagement

Penetration-Tests

Ganzheitliche IT-Security

Firewall

Security Kl

Datentragerverschlusselung

Update Management

User-Awareness Trainings

Visibility

Segmentierung

Mobile Device Management

|dentity Intelligence

IT-Notfallplan fur
Sicherheitsvorfalle (IR-Plan)

Logging

Web-Security

VPN und Zero-Trust
Network Access

Cloud Nutzung (SaaS)

SIEM / SOAR / XDR

Compliance
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