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5S L I D O U M F R A G E

Haben Sie bereits Microsoft Security Lösungen im Einsatz? 

 Nein

 E3 Lizenzen

 E5 Lizenzen

 Suiten
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Wie viel Prozent aller IT-Angriffe zielen auf den User ab?

 50%

 65%

 80%

 95%
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Social Engineering

Phishing Mail

Malicious Website

Passwort 
Diebstahl

Browser basierter 
Angriff

MFA Angriff

Deep Fakes

8 0 %  A L L E R  A N G R I F F E  A U F  U S E R G E R I C H T E T



8D I E  H E R A U S F O R D E R U N G

 IT Security ist fragmentiert

 Angriffe werden komplexer

 User arbeiten überall

IT Security muss End-to-End gedacht werden
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Einzelne Security Produkte reichen nicht mehr aus. Wir 
brauchen eine ganzheitliche Security!

 Identity

 Endpoint

 Access / Traffic

 Detection / Response

Schutz in jeder Ebene nötig
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Cisco ergänzt:

-> Sicheren Zugriff & Traffic

-> Detection & Response

Microsoft sieht den User und das Gerät

-> Das ist die Basis

Gemeinsam entsteht echte 
End-to-End Security
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 Microsoft E3 Lizenz (July 2026)

 Advanced Email Security

 Defender Suite

 Entra Suite

 Digital Experience Monitoring

 NAC

 NDR

 Identity Security

Identity 
Security

Enterprise E3

SSE

XDR

Endpoint 
Security
/ EDR

Advanced 
Email

Security

F I L L I N G  E 3  G A P S  C A N  B E  E X P E N S I V ED A S  Z U S A M M E N S P I E L
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 Cisco User + Breach Protection Suite

 Advanced Email Security

 EDR

 SSE

 NAC

 XDR

 NDR

Identity 
Security

Enterprise E3

SSE

XDR

Endpoint 
Security
/ EDR

Advanced 
Email

Security
Enterprise E3

Identity 
Security

SSE

Endpoint 
Security
/ EDR

© 2026 Cisco and/or its affiliates. All rights reserved. 

D A S  Z U S A M M E N S P I E L
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Cisco ergänzt und ersetzt nicht

USER PROTECTION SUITE

 Zugriff absichern

 Zero Trust

BREACH PROTECTION SUITE

 Bedrohungen erkennen

 Response automatisieren

-> Access

-> Detection



Identity 
Security

Pos ture  & Auth 
Management

SECURE SERVICE EDG E

ZTNA for SaaS 
and Private Apps

VPNaaS

   

Secure  Inte rne t 
Access

Experience  
Ins ights

IoT 
Protection

Network Access  
Control

Managed 
Services

Incident 
Response

Network Vis ibility 
and Ana lytics

Email 
Security

Endpoint 
Security

Threa t 
De tection and 

Response

     

User Protection Suite Breach Protection Suite



Users
Identity 
Security

Posture & Auth 
Management

Email 
Security

Endpoint 
Security

User 
Protection 
Suite 
secures all

S E C U R E  S E R VIC E  E D G E

ZTNA for SaaS  
and Priva te  Apps

VPNaaS

   

Secure  Inte rne t 
Access

Experience  
Ins ights

IoT 
Protection

Network Access  
ControlApplica tions

Devices



Microsoft E3: Workplace infrastructure & productivity solution with light security

Cisco User Protection Suite & Microsoft: Better Together

Better together 
Zero Trust 
strategy

Identity Email

MFA + Identity 
Security

Anti-spam +
Advanced Threat 

Protection

Secure Service 
Edge + Network 
Access Control

Endpoint
& Server

IT Infrastructure 
& Productivity

Why are 
organizations 
buying E3?

Entra ID
Active Directory

Microsoft 365 
Enterprise Email

Enterprise
Applications & 

Devices
Microsoft 
Windows

Basic Security 
in E3

What security 
products are 
included?

Basic
MFA

Basic blocking 
(spam & phishing)

Not included
(Entra suite only)

Defender for 
Endpoint  P1 (AV)

(excludes servers)

Cisco User 
Protection Suite

What capabilities  
does  Cisco provide?

Duo +
Cisco Identity 
Inte lligence

Email Threa t 
Defense

Cisco Secure  
Access  & ISE

Secure  
Endpoint

EPP + EDR

Zero Trus t 
Access



Secure Email
Threa t Defense

Secure  Endpoint

Breach 
Protection 
Suite  
enhances  
res iliency

Cisco Managed 
Services

Ta los  Incident 
Response

Secure  Ne twork 
Ana lytics

Cisco XDR

     

AI Driven

Telemetry Rich

Platform Powered
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Breach Protection Suite + Microsoft E3
Microsoft E3: Workplace infrastructure & productivity solution with light security

IT Infrastructure 
& Productivity

Basic Security 
in E3

Why are 
organizations 
buying E3?

What security 
products are 
included?

Cisco Breach 
Protection Suite

What capabilities 
does Cisco provide?

Better together 
Zero Trust 
strategy

Endpoint
& Server

Microsoft 
Windows

Defender for 
Endpoint P1 (AV)

Secure 
Endpoint

EPP + EDR

NDR

Network

Not included

Cisco Secure  
Network ana lytics

NDR

Breach Protection Suite

Email

Microsoft 365 
Enterprise  Email

Bas ic blocking 
(spam & phishing)

Email Threa t 
Defense

Anti-spam +
Advanced Threa t 

Protection

XDR

Network & 
Cloud

Not included

Cisco XDR

XDR

MDR

Network & 
Cloud

Not included

Managed XDR / 
Ta los  hours

24x7 monitoring, 
de tection 

and response
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Cisco & Microsoft: Better Together
Microsoft E3: Workplace infrastructure & productivity solution with light security

IT Infrastructure 
& Productivity

Basic Security 
in E3

Why are 
organizations 
buying E3?

What security 
products are 
included?

Cisco User 
Protection Suite

What capabilities 
does Cisco provide?

Better together 
Zero Trust 
strategy

Identity EmailZero Trust 
Access

Entra ID
Active Directory

Microsoft 365 
Enterprise Email

Enterprise
Applications & 

Devices

Basic
MFA

Basic blocking 
(spam & phishing)

Not included
(Entra suite only)

Duo +
Cisco Identity 
Inte lligence

Email Threa t 
Defense

Cisco Secure  
Access  & ISE

MFA + Identity 
Security

Anti-spam +
Advanced Threa t 

Protection

Secure  Service  
Edge  + Network 
Access  Control

Endpoint
& Server

Microsoft 
Windows

Defender for 
Endpoint  P1 (AV)

Secure  
Endpoint

EPP + EDR

XDR
& NDR

Network & 
Cloud

Not included

Cisco XDR & 
Secure  Network 

Analytics

XDR + NDR

User Protection Suite

Breach Protection Suite
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• Cisco XDR Essentia ls

• Secure  Endpoint Advantage

• Email Threa t Defense

• Cisco XDR Advantage

• Secure  Endpoint Premier

• Secure  Network Analytics

• Cisco Te lemetry Broker

• Cisco XDR Premier (Managed XDR)

• Cisco Ta los  Incident Response

• Cisco Technica l Security
Assessments

Premier
Everything in Advantage Plus

Advantage
Everything in Essentials Plus

Essentials

• Secure Access Essentials 
(Secure Internet + Secure Private Access)

• Duo Advantage

• Email Threat Defense

• Secure Access Advantage
(Secure Internet + Secure Private Access)

• ISE Premier

• Secure Endpoint Advantage

U
se

r P
ro

te
ct

io
n 

Su
ite

Advantage
Everything in Essentia ls Plus

Essentials

D A S  Z U S A M M E N S P I E L
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| C I S C O  S E C U R E  A C C E S S
S S E - P L A T T F O R M  F Ü R  S I C H E R E N  Z U G R I F F  
A U F  A N W E N D U N G E N
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Web

Public/Priva te  
SaaS Apps

Datacenter

Traditional Infrastructure

Users  
Everywhere

Managed and 
unmanaged

devices



Users 
Everywhere

Managed and 
unmanaged

devices

Datacenter

Secure Service Edge
SSE

Web

Public/Priva t
e  SaaS Apps

From anything to anywhere
FWaaS

ZTNA CASB

SWG
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Secure Service Edge - Kernbausteine

Firewall as a Service (IPS)

Zero Trust Network Access Cloud Access Security (CASB & DLP)

Secure Web Gateway



ACP | Seite 27

Remote Browser Isolation

Secure Service Edge – AddOn´s

DNS Security

Advanced Malware Protection

Remote Browser Isolation

VPN as a Service

SDWAN Integration

File Sandbox

AI Assistant

Digital Experience Monitoring
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Use Cases unserer Kunden

Secure Internet 
Access

Secure Private 
Access

Secure Service 
Edge (SSE)



ACP | Seite 29

Secure Internet Access
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Secure Private Access
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Secure Access 
VPN-as -a -Service

Secure  Access
Secure  Priva te  Access

Secure  Endpoint
Endpoint Detection & Response

Secure  Access
Secure  Inte rnet Access

ISE
Device  authentica tion and pos ture

Network Vis ibility Module
Network Detection & Response

Cisco Secure Client
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| E M A I L  T H R E A T D E F E N S E
E R W E I T E R T E  E M A I L - S I C H E R H E I T  D U R C H  Z U S Ä T Z L I C H E  
D E T E C T I O N ,  V I S I B I L I T Y U N D  R E S P O N S T E
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ACP IT Solution AG - Hauzenberg

Support Engineer
CCNP Security

Anton Scheibenzuber

anton.scheibenzuber@acp.de

+49 8586 9604 195

mailto:anton.scheibenzuber@acp.de
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Comprehensive Email Protection

URL reputation

File reputation
and analysis

Sender 
reputation

Content 
scanning

Spam 
protection

Email Threat
Defense

Phishing / BEC Internal Threats Account TakeoverMalicious QR code
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Jede E-Mail wird auf 
eine Vielzahl 

unabhängiger 
Signale überprüft
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Signale ML Classifier Ergebnis

Die endgültige Entscheidung erfolgt durch 
das Zusammenführen aller Signale.
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E M A I L  T H R E A T
D E F E N S E

E T D  – D A S  S T E C K T  D A H I N T E R

Legitime Mail Ergebnis: PASS

Phishing Mail Ergebnis: BLOCK
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Complete visibility & protection for all messages

Microsoft 365

Internet

Email Gateway

Secure Email Gateway
Modifies and filters inbound and outbound
messages that cross the perimeter

Cisco Secure 
Email Threat 

Defense

API

Cisco Secure Email Threat Defense
Has complete visibility of inbound, outbound and internal

messages

Journal
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| C I S C O  X D R
• Z E N T R A L E  S E C U R I T Y - O P E R A T I O N S - P L A T T F O R M Z U R  

E R K E N N U N G ,  A N A L Y S E U N D  R E A K T I O N A U F  B E D R O H U N G E N



50A L L T Ä G L I C H E  G E F A H R E N
S E C .  O P E R A T I O N S

M I T  C I S C O  X D R

E-MAIL

DNS IDENTITY

ENDPOINT

NETWORK

Umbrella

Exchange Online

Entra ID

Cisco Secure Endpoint

Cisco Firewall

TAKEAWAYS :

| Wissen und Spuren in Silos 

| Angreifer hinterlassen Spuren in jeder Lösung

| Aufklärung von Vorfällen erfordert Sichtbarkeit



51A L L T Ä G L I C H E  G E F A H R E N
S E C .  O P E R A T I O N S

M I T  C I S C O  X D R

E-MAIL

DNS IDENTITY

ENDPOINT

NETWORK

Umbrella

Exchange Online

Entra ID

Cisco Secure Endpoint

Cisco Firewall

REALITÄT:

| Keine Übersicht über Meldungen

| Keine systemübergreifende Korrelation 

| Ressourcenprobleme



52I M  E I N S A T Z :  C I S C O  X D R
S E C .  O P E R A T I O N S

M I T  C I S C O  X D R
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S E C .  O P E R A T I O N S

M I T  C I S C O  X D R
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M I T  C I S C O  X D R
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M I T  C I S C O  X D R
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M I T  C I S C O  X D R
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M I T  C I S C O  X D R
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S E C .  O P E R A T I O N S

M I T  C I S C O  X D R
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S E C .  O P E R A T I O N S

M I T  C I S C O  X D R



61A L L E S  I M  B L I C K  M I T  C I S C O  X D R
S E C .  O P E R A T I O N S

M I T  C I S C O  X D R

| PRODUKTÜBERGREIFEND

| Erkennungen: übersichtlich & strukturiert

| Reaktionen: einheitlich & automatisierbar

| EINFACH UND SCHNELL ANBINDBAR

| „On-Top“ eigenständiger Lösungen

| Schnelle und einfache Einrichtung

| ZEITSCHONENDER AUFBAU VON SOC FÄHIGKEITEN

| Vorgefertigte oder eigene Playbooks

| Automatisierung mit eigenen Workflows
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Cisco ergänzt:

-> Sicheren Zugriff & Traffic

-> Detection & Response

Microsoft sieht den User und das Gerät

-> Das ist die Basis

Gemeinsam entsteht echte 
End-to-End Security
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Ganzheitliche IT-Security

Organisation Firewall DMZ Web-Security

Email-Security Security KI Segmentierung VPN und Zero-Trust 
Network Access

Endpoint und Server-
Security Datenträgerverschlüsselung Mobile Device Management Cloud Nutzung (SaaS)

Berechtigungs- und 
Zugriffsmanagement Update Management Identity Intelligence SIEM / SOAR / XDR

Penetration-Tests User-Awareness Trainings IT-Notfallplan für 
Sicherheitsvorfälle (IR-Plan) Backup

MFA Visibility Logging Compliance
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Ganzheitliche IT-Security

Organisation Firewall DMZ Web-Security

Email-Security Security KI Segmentierung VPN und Zero-Trust 
Network Access

Endpoint und Server-
Security Datenträgerverschlüsselung Mobile Device Management Cloud Nutzung (SaaS)

Berechtigungs- und 
Zugriffsmanagement Update Management Identity Intelligence SIEM / SOAR / XDR

Penetration-Tests User-Awareness Trainings IT-Notfallplan für 
Sicherheitsvorfälle (IR-Plan) Backup

MFA Visibility Logging Compliance
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V I E L E N  D A N K
F Ü R  I H R E  A U F M E R K S A M K E I T
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