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Cisco Secure Endpoint und Cisco Umbrella

- Better together



• Endpoint und Perimeter Security

• Cisco EDR – Secure Endpoint

• Secure Endpoint – Visibility, Threat Hunting - Demo

• Cisco SASE – Umbrella SIG

• Umbrella SIG - Demo

• Q&A

Agenda



- Bedrohung durch Malware und Sicherheitslücken

- Verschiebung des Perimeters in Richtung Internet

- Cloud Nutzung

- Homeoffice and Remote Worker

Endpoint und Perimeter Security



- Expertise

- Bedrohungen analysieren, bewerten und abwehren

- Zeitmanagement

- Alarme und Ereignisse bearbeiten

- Ursachenfindung

- Patient Zero ausfindig machen und Lücken schließen

Endpoint Security Herausforderungen



- Konnektivität

- Ressourcen müssen von überall erreichbar sein

- Einheitliche Security Richtlinien & Management

- Zentrale Security vs Dezentrale Security

- Undurchsichtige Produktlandschaft

- Sehr viele Hersteller mit unterschiedlichen

Ansätzen und Dashboards

Perimeter Security Herausforderungen





- Endpunkte sind ein beliebtes Angriffsziel

- Mitarbeiter können so direkt angesprochen

werden -> Identity Fraud und Phishing

- Facettenreiche Schutzszenarien erforderlich

durch Homeoffice, Remote Workers, usw.

- Verschlüsselte Verbindungen erschweren die

Schutzmöglichkeiten durch Firewalls, IPS,…

Letzte Bastion - Endpoint



• Endpoint und Perimeter Security

• Cisco EDR – Secure Endpoint

• Secure Endpoint – Visibility, Threat Hunting - Demo

• Cisco SASE – Umbrella SIG

• Umbrella SIG - Demo

• Q&A

Agenda



Secure Endpoint
- Cloud Managed Dashboard

- Connectoren für Windows, Linux, Mac,

Android, iOS

- Powered by Talos Intelligence

- EU Datacenter in Irland

- Datei Sandboxing, Hash Analyse, uvm.

- Integration mit Cisco Secure Portfolio

- Threat Hunting mit SecureX



Secure Endpoint



Secure Endpoint



Secure Endpoint - Detection



Secure Endpoint - Detection



Secure Endpoint - Detection



Secure Endpoint - Response



Secure Endpoint – Detection / Threat Hunting



Secure Endpoint – Detection / Threat Hunting



Secure Endpoint – Detection / Threat Hunting



Secure Endpoint – Detection / Threat Hunting mit Orbital



Secure Endpoint – Detection / Threat Hunting mit Orbital

- Malware Persistence oder Schwachstellen prüfen (log4j,…)

- Hosts File, Routing Table Monitoring

- Disabled Accounts / Failed Logon Monitoring

- Installierte Programme, Drucker, Zertifikate,… überwachen

- SMBv1 Nutzung, SSH-Konfiguration



Secure Endpoint – Sandbox Secure Malware Analytics Cloud



Secure Endpoint – Sandbox Secure Malware Analytics Cloud



Secure Endpoint – Sandbox Secure Malware Analytics Cloud



Secure Endpoint – Integration AMP Everywhere



Secure Endpoint – Integration AMP Everywhere
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SASE – Secure Access Service Edge



SASE – Secure Access Service Edge



SASE – Secure Access Service Edge
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SASE – Secure Access Service Edge



SASE – Secure Access Service Edge



SASE – Secure Access Service Edge



SASE – Secure Access Service Edge



SASE – Secure Access Service Edge



SASE – Secure Access Service Edge



Cisco Umbrella SIG



Cisco Umbrella SIG



Cisco Umbrella SIG



Cisco Umbrella SIG



Cisco Umbrella SIG – Secure Web Gateway



Cisco Umbrella SIG – Secure Web Gateway



Cisco Umbrella SIG – Secure Web Gateway



Cisco Umbrella SIG – Secure Web Gateway



Cisco Umbrella SIG – Secure Web Gateway



Cisco Umbrella SIG – Cloud Delivered Firewall



Cisco Umbrella SIG – Cloud Delivered Firewall



Cisco Umbrella SIG – Cloud Delivered Firewall



Cisco Umbrella SIG – Cloud Delivered Firewall



Cisco Umbrella SIG – Cloud Access Security Broker



Cisco Umbrella SIG – Cloud Access Security Broker



Cisco Umbrella SIG – Cloud Access Security Broker



Cisco Umbrella SIG – Cloud Access Security Broker



Umbrella packages

DNS Security 
Essentials

SIG 
Advantage

SIG
Essentials

DNS Security Advantage

Firewall (L7 AVC; IPS)† |  Inline DLP

Cloud Malware Detection (all supported 

apps) |

Secure Malware Analytics*

Secure Web Gateway | L3-L4 Firewall

File Analysis (Secure Malware Analytics) - now 500 samples/day |

Cloud Malware Detection (2 apps)

Selective Web Proxy | File Inspection – AV & Secure Endpoint | Web Filtering | SSL Inspection |

Investigate Console + On-demand Enrichment API

Umbrella DNS security - Domain Filtering, Security Blocking and App Discovery & Blocking |

Network and Branch Protection (VA + AD Connector) + Roaming + Mobile User Protection | AnyConnect client license for simpler roll out of Umbrella |

Highly available, Global cloud architecture powered by Umbrella and Talos threat intelligence 

Policy, Reporting and Enforcement APIs  | Cisco SecureX  |  S3 Log Management  |  Multi-Org Console

* Secure Malware Analytics (formerly known as Threat Grid) for 3 admin users and unlimited sample submissions
L7 Cloud Firewall includes IPS, †Also available as add-ons for SIG-Essentials

New and enhanced packages for more value

New!

24x7 access to Cisco Cloud Security Support (Cisco Software Support Enhanced- required attach) | (Optional) Premium Support Upgrade
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Wir freuen uns auf Ihre weitere Anmeldung für unsere Webinar Serie:
• Netzwerkanalyse (Firewall, Stealthwatch)
• NAC und MFA


