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hg>enable 23 esd g : ;
atalyst atalyst [
hg# config terminal ss0c: a0 v e |
hg(config)# interface fastethernet 1/1 . .
hg(config-if)# ip address Catalyst>enable Catalyst (config)# router eigrp Testl
1.1.1.1 255.255.255.0 catalyst# config terminal Catalyst (config) # interface
hg (config-if) # no shutdown catalyst(config)# interface Te 1/1 o ‘
hg(config-if)# exit Gigabitethernet 1/1/1 Catalyst (config-if)# ip router
hg(config)# router eigrp Catalyst (config-if)# no switchport eigrp Testl
hg(config-router)# network 1.1.1.0 Catalyst (config-if)# ip address Catalyst (config-if) # no shutdown
hg (config-router) # exit 1.1.1.1 255.255.255.0 Catalyst (config-if)# end
hg(config) # exit Catalyst (config-if) # no shutdown Catalyst# copy run start
hg# copy run start Catalyst (config-if) # exit
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Scale

26 Billion
Networked Devices
2020

v

Lack of Business
and IT Insights

Griinde fiir SDN

Cisco ACI n

Complexity

Cost

bx spend on
Network
Operations

A 4
Slow and Error Prone
Operations

Risk

100 days
Detect Common
Threats3

h 4

Unconstrained Attack
Surface
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95%
jahrlich 55 Mrd. Euro " pertormed manualy

performed manually

Netzwerk Betriebskosten 75%

McKinsey Studie of OpEx is spent on changes and
troubleshooting

70%

of policy violations are
due to human error
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Inter-Site/Inter-Pod Network

ACl Spine
(9300/9500)

(vif-lite)

UCS Fabric
Interconnect

Bare Metal
Servers

L4-17 Services
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Infrastruktur
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Micro Segmentation

Micro-Segmentation EPGs

Sub-IP Network or VLAN Segmentation

Works across VM, Bare Metal, Containers,
Cloud etc

Use a combination of attributes to create
micro-segmentation EPGs

+ IP/MAC

« DNS
AD Group
VM Operating System
VM Custom Attributes
VM Tags

L

Cisco ACI m

Match Any =

v Select a type... lect|

P

1 MAC
DNS (Beta)
AD Group (Beta)
VM -
VM -
VM -
VM -
VM -
VM -
- VM Name
VM -
VM -
VM -

VM

T

Custom Attribute
VMM Domain
Operating System
Hypervisor Identifier
Datacenter

VM Identifier

VM Folder (Beta)
VNic Dn
Tag
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WAN

External EPG
(10.0.0.0/8)

(Contract

*  Filter WAN €=2>Web
(Allow HTTPS)

*  Service Graph (In-line or PBR)
-> Firewall Cluster A (X.X.X.X)

\ -> ADC Cluster B (YYYY)

Web EPG App. EPG
i’ 1;;.16_8-.1_.0-/;1- _\1 I i"192.158.2.0/24
: = | — :

i j i
1= % |
1 - |
: - :

Micro Segmentation

*  Filter Web €=>App
(Allow TCP 2000)
(Allow ICMP)

J
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Contract

¢  Filter App €=> DB
(Allow TCP 1521)

¢ CopyGraph
(Destination X.X.X.X)
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1
' APP
7 Create Port ! GROU! GROUP
Vrrtual Infrastructure or Groups :
Server Administrator
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ACI| Multi-Site
Overview

MP-BGP - EVPN

Availability Zone ‘B’

Multi-Site Orchestrator

REST :

Availability Zone ‘A’
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ACI in Public Cloud

ACI Extensions to Multi-cloud

Cisco Multi-Site
Orchestrator

|

*Future

Site 1 Site 2 Site 3 Site 4
® ooo

aws l l AAzu re

\—/‘,
anoan

Google Cloud
Platform*

ELernt SRS 77 N Single Point of Secure
Network Automated 4 . Automated
. . Orchestration
and Policy Connectivity
S

Connectivity
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Cloud Only
(Multi-cloud)

Cisco ACI E

SWS Computersysteme AG



SIS ACI Anywhere ciece rct

COMPUTERSYSTEME
Member of ACP Group

Cisco ACI Anywhere

Any Workload, Any Location, Any Cloud

_ ACI Anywhere ﬁ
@

APIC/Multi-site Orchestrator (MSO)

Remote Leaf/Virtual ACI R
aws
il . - 0060 afh o=
——— Site A Site B ==M1crosohAzure

B0 BE BE B8 BE BB B8 EO BE GO 66 @@

Remote Location On Premise Cloud

Security everywhere @ Analytics everywhere c Policy everywhere
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Cisco Application-centric Infrastructure )

Optimizes Your Network

Single point for configuration
and troubleshooting

Full network and security automation

Scale within and across data
centers and geographies

Seamless integration of underlay and overlay
networks optimizes management overhead

Open APIs enable an integrated ecosystem
to protect your investment
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