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Software Defined Solutions

Cisco SD-Access Cisco SD-WAN
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11 Cisco SD-Access Projekte von 100 bis 15.000 User
8 Cisco ACI Projekte von 500 bis 40.000 User
5 Cisco SD-WAN Projekte von 200 bis 2.500 Usern

Umgesetzt SD-Projekte

Branchen:

Industrie
Gesundheit
Versorger
Finanzen
Offentlicher Dienst



Classic vs. Software Defined

1990s
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hg>enable
hg# config terminal
hg(config) # interface fastethernet 1/1
hg(config-if)# ip addr
1.1.1.1 2 5
hg(config-if)#
~onfig-if) # ex

o Today
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talyst# config terminal
lyst (config) # interface

1
onfig-if)# no shutdown
fig-if)# end

28 Years!
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SD-WAN Use Cases

Application Aware Routing

vManage

If multiple paths meet SLA,
traffic is hashed

App Aware Routing Policy
SLA Class for App A

| Latency < 150ms

| Loss < 2%

pN Jitter < 10ms

If path is defined as preferred
AND it meets the SLA, itis
chosen

- P e

 Internet

. e P
Remote Site .-~ C_ -~ )
0 7 0 ‘._f' Path"' H--_ _-x;__r'__}—h_—_:r
[ ] e N - \‘\.__H\
o T o— A MPLS
— P =| ) pith 2 o Data Center

-Npam - AGLTE 2
e >
Path1: 10ms, 1% loss, bms jitter Co—

Path2: 200ms, 3% loss, 10ms jitter SD-WAN Tunnel
Path3: 140ms, 1% loss, 10ms jitter
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SD-WAN Use Cases

Cloud onRamp for SaaS - Internet DIA

IJ Office 365 00U webex « WAN Edge router at the remote site
performs quality probing for selected SaasS
Google 3 Drophox applications across each local DIA exit
Simulates client connection using HTTP ping
Loss/ » Results of quality probing are quantified as
Latency . .
Regional vQoE score (combination of loss and
Data Center Iatency)

» Local DIA exit with better vQoOE score is
= chosen to carry the traffic for the selected

EH SaaS application

Remote Site Data Center Initial application flow may choose sub-

optimal path until DPI identification is
Quality Probing

111

complete and cache table is populated



SD-WAN Use Cases

Compute '1 Compute

VPC/VNET | %W [g | VPC/VNET
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Cisco ACI Use Cases

Microsegmentation
< WAN Web EPG App. EPG
External EPG Pererrryyo . -
(10.0.0.0/8) 192.168.1.0/24 _ 192.168.2.0/24

"
(comeee /\‘ﬂ

ml

Contract Contract
Filter WAN €=>Web T Filter Web € >App *  Filter App €-> DB
\ *  Service Graph (In-line or PBR) (Allow ICMP) *  CopyGraph
~ -> Firewall Cluster A (X.X.X.X) (Destination X.X.X.X)

\ -> ADC Cluster B (YYYY) )




Multidomain Use Cases

A

Cisco SD-Access .
SGT Cisco ACI
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Future of Cisco Prime

Future dates subject to change

;. ™
Prime Infrastructure Eol dates
End-of-Life End-of- End of W maintenance End of vulnerability/ End of service Last date
announcement Sale date releases date security support contract renewsal of support
Mar 31, 2023 Sep 29, 2023 Sep 28, 2024 Sep 28, 2025 Sep 28, 2027 Sep 28, 2028
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Nachfolger?

= Nachfolger: Cisco DNA-Center
= 95% Feature Parity
= DNA-Center Device Support

Catalyst 9000 Serie

Catalyst 3650 und 3850

Catalyst 6800 Serie

WLCs 2960

Alle Access Points (Wavel, Wave2, Wi-Fi6 / 6E)
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Value
N

Basic automation, security,
and assurance, element
management, and telemetry

DNA gleich SD-Access?

Cisco DNA Center SD-Access plus
capability portfolio location gnd advan'ced
automation, security,
assurance, and
analytics
Location and advanced

automation, security,

|
[ ] o
Ivti .o° Compliance,
assurance, and analytics @ infrastructure
R security, and

simplified operations

Intent-based

! through ISE base
. networking jicense, ISE plus
°* through license
cos Advanced SD-Access
EOR oo _ security
@ ceeect Location through a
<P ) 0000 ecooos d vee Automation ?Rfcl)yutlgchs WIPS
— Policy- through : ®
Network, client based SD-Access Cisco DNA
i Element Security lication ase : > Spaces See
Automation through basic  2nd @pplication workflows  Identity Services
through Plug mat%?gﬁﬁe“‘ wireless assurance through  Engine (ISE), and
a?gn';l)a v netwc?rk intrusion EasyQoS
application topology prevention

system (WIPS)

API integration

[ Cisco DNA advantage ]

> Time



DNA-Center Deployment Models

Cisco DNAC Virtual Appliance

Cisco DNA Center Virtual Appliance
available on:
- Amazon Web Services ISCO

« VMWare ESXi DNA Center

Physical Virtual
"with G506 DNA Genter Physical Applince. aarpicnce Appliance

(44c) vmware  dWs
On-premise Cloud
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Klassische Monitoring Plattformen

Lack of Contextual Intelligence

Underlying Issues Are Not Obvious
In the Short Term

Lack of a Wide-angle Holistic View
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Cisco Al Networks Analytics

l e Deviations From the Norm
4-Week Data Analysis

l #a Comparative Analytics




Al + DNA-Center

Cisco Al Network Analytics Architecture

Proactively Discover and Root Cause Your Issues

Compare

Cisco Al Cloud

Network Infrastructure

ey

>
m<

Fol/ ~ ¢ o)



Al + DNA-Center DRAN

Al-Driven Dynamic Baselining
Learn About the Issues that Really Matter

Custom Thresholds = False Positives Al-Driven Dynamic Baselines = Relevant Anomalies

Environment 1 Environment 1

Max I Q ’ \ ’ \ ’ ‘
Min —\—u—u—’—‘—

Environment 2 Environment 2

— O~

Environment 3 Environment 3

Max 7 =
Min g—g—b—l




Al + DNA-Center

0 Al Driven Issues

Discover and Root Cause network risks
and anomalies from the Al-generated
baselines

13 KPlIs: Onboarding & Throughput

e P

Excessive failures to connect - At least 11% increase in failures on SSID-c3800AP11AC in Global/North America/USASCalifornia/San
Josa/SJCO1/FIr-SJC1-1.

apan
Patential Root Causes
Frobiem
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Al + DNA-Center
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" RRM Configuration on the Catalyst 9800 Ul m

-

6 GHz Band E z Bar 2.4 GHz Band RA I 6 GHz Band
||
General overag DCA TF RF G | Reu Coverage

Hole Detection @]

Enable Cc

Profile Threshold For Traps

!
]

T

Data Packet Count* e
Throughput (Bps)* 1000000

Voice Packet Count*

Noise/Interference/Rogue/CleanAir/SI Monitoring Channels €@

Data Packet Pe:

Channel List Country Channels

RRM Neighbor Discover Type

For 6 GHz band, few global coverage parameters like Data RSS! Threshold, Voice RSS! Threshold, Minimum Failed
Client per AP and Percent Coverage Exception Level per AP s configured in

Monitor Intervals

Neighbor Packet Frequency (seconds)* 180

Rep (seconds)* 180

eters like Interference Pe

ge, Clients, Noise, Utilization

iscover Mode is cc

figured in

pAsH 10 . 5 RaDIO

v 7 oisett ¥ 4w
. 6
9 REVS ¥ g~7C TRa

DCA TPC RF Grouping Spatial Reuse

Dynamic Channel Assignment Algorithm

Channel Assignment Mode

® Automatic

Off

Interval 10 minutes v

Anchortime

Channel Assignment Leader c9800-40-TMEDNAC (10.70.0.15)

Last Auto Channel Assignment 474 second(s) ago

DCA Channel Sensitivity medium v

Requires Expert Tuning, Lack of Visibility & Serviceability, Reactive Optimizations
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Al-Enhanced RRM Architecture and Data Flow

o Al-Enhanced RRM Algorithms

Al-Enhanced RRM is built into Cisco’s Al Cloud.

Anonymized
RF Data

Assurance and Automation

Catalyst 9800 Controller

Al processes 2 weeks of RF data to discover patterns. o
RF Data

Wave 2 and WiFi 6/6e APs

Proactive optimizations make Wi-Fi exceptional! X @

Al-Based
Data and Events

4 RRM Control
Center Populated

Decisions configured
via DNAC Automation

Exceptional Al-Enhanced

. D Wireless Experience!



Al + DNA

Al Radio Frequency Profile

Edit Al Radio Frequency Profile

v Basic Settings
Radio Frequency Settings
®24GHz @ 5GHz
Busy Hours

Start time End time Busy Hour Sensitivity

17:00 23:00 O Low © Medium () High

Enable RF Settings 2.4 GHz

Flexible Radio Assignment

Dynamic Channel Assignment

Bes

Transmit Power Contro

Dynamic Bandwith Selection

5 GHz

pees

-Center

Al-Enhanced RRM Control Center

fand 24GMz  AIRE Protile Next RRM Run

Enhaoced RAM supports 2.4 GHz and 5 GHz bands for Al RF Profies. & GHz suppont s con

SUMMARY RF PERFORMANCE SUMMARY
22 37 99 /100 0% 16
Total AP Count  Total Clients RRM Performance (|| APs with Migh CCI (|| RRM Changes

RF Performance

RRM Changes RRM Performance

LATEST  TREND LATEST

Al-Enhanced RRM

1mins

RF COVERAGE SUMMARY

High High (35 dB)

AP Density  Connectivity

=

Totw Accase Pontn
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Cisco’s Net Zero Goal

Increase the energy
efficiency of the technology
that powers the internet A

( Embrace Hybrid Work>

Net Zero
aCross our

value chain
by 2040

Embed circular economy
principles across our business

— [ Accelerate the use
of renewable energy

)

Invest in innovative
carbon removal solutions

)
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Cisco’s Net Zero Goal

Cisco Catalyst 9000 switches sustainability impact

D a -

Powering “No paint Eliminating Increasing
smart project” foam and bandwidth

bUI|d|ﬂQS Eliminated oil-based Daper Increasing bandwidth

wet paint, reducing without significant

QCiVS\){yPoEjen?bles 300 tons of CO?2 and W]E)rking tojeliminate
o reduction oam and paper
in energy waste from packaging in
Catalyst® 9300
and 9200 Series

increase in power
200 tons of hazardous
chemicals, and facilitating
recyclability
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Cisco’s Net Zero Goal

Cisco Catalyst 9000 wireless sustainability impact

,

Reducing energy
consumption

LOW power consumption

PoE analytics gives visibility into
power consumption by switch

Designed with field-effect
transistors (FETs), reducing power
draw by
0.75W on an 802.3at powered
device

Al radio resource management
(RRM) allows optimized power
consumption

Monitoring the
environment

Embedded sensors
measure humidity,
temperature, and

air quality

Provides protection of
sensitive IT assets

Detects total volatile
organic compounds (TVOC)
for regulatory compliance,
staff/visitor safety, and
COVID workplace protocol

Reducing waste
In shipping

Using multipack
shipping for APs
to reduce the number
of shipments

Eliminating foam
and paper from packaging
in Catalyst 9100 and 9800

Mounting brackets
for all APs can be reused

Enabling
smart buildings

Target Wake Time allows AP
and client to schedule data
exchange, reducing energy by
3x to 4x compared to Wave
1 and 2 APs

Scheduled on/off SSID
on Catalyst 9800 Series

Cisco DNA Spaces rich map
integrates environmental monitoring
and energy consumption in a
console
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Cisco’s Net Zero Goal

AP Power Optimizations Feature Suite

The New AP Power Optimization Feature Suite allows administrators to schedule periods to lower an
AP’s power consumption through means such as turning off a radio or lowering its spatial stream.
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Full Stack Observability

Not my Problem © oplicaton Probem,

JY9g9anane
uwsu.ucl:: y
sse Jam

LOADING...

Network Proplem

o
o

vy

A
> o

>
Py
m



Full Stack Observability

Application and Business Insights Across Stack

Network Application Infrastructure
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Cisco Thousand Eyes

ThousandEyes 134

Real-time visibility and action across enterprise and cloud networks

ﬁ

Users, Device, Things DC/Private Cloud

Application
Dependency
Monitoring

SaaS

Cloud agents across 58 countries, 193 cities, 300+ PoPs
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Cisco App Dynamics

Hgérid
Agplication

AppDynamics Components e

App
Agent

Machine Agent

~

App Agents

* Instrumenting an application adds the
AppDynamics application agent (app agent) into the
runtime process of the application.

Machine Agents
* Visibility into the HW where the App is hosted.

J

DB Agent

Y

«  Server 0S5, %CPU, mem util, disk, network 1/O util
Controller ete

Database Agents

EUM Agent

Y

* Collects performance metrics about the DB
instances.

EUM Agent

* Extends the visibility on the performance from end
user point of view.

Controller

* Main brain to consume and process the metrics
collected by various agents.



Cisco App Dynamics

Detection of Issues Before . Hybrid

®e App\ication

Customers Notice - i

Map

e Move Fast,
i TRANSACTION SCORECARD
e Follow Everything & (@)
AL Focus on What Matters Most e I 5 ¢x o e
oot Slow 34.0% 168.7k
Network Very Slow i 0.5% 2.7k
//I ‘ ' = | sdie= ] 0.0% 63
Business Q — Automatic Baselines — I % 148
for Every Metric = = |7 | B9

C)

— Machine Learning Public Cloud
Anomaly Detection e @

— Prevent IT Alert
Storms




Intersight Cloud Platform

Cloud

Workloads

Infrastructure

Intersight

Intersight Intersight Intersight Service
Workload Optimizer Cloud Orchestrator for Terraform

Intersight Intersight Intersight

Workload Engine Virtualization Service Kubernetes Service

Intersight Infrastructure Service

Data Center

Cloud

5 )

tenanted Cloud Platform

Full Stack Multi-

\_/

Baremetal-aaS, VM-aaS*,

K8s-aaS, Function-aaS*

Hybrid-cloud
Automation &
Orchestration

aYaYs

Hybrid-cloud
Observability &
Optimization

S\

)

Delivered as SaaS
(with on prem options)

*roadmap
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Cisco Spaces

Use your network as foundation

S

Networ
L .
Transition from access to Location

based intelligence




Cisco Spaces Architecture with Connector

Cisco Spaces

Catalyst 9100 Series AP

7

e N =
- : |
= .

FPower Distribution Units

RECETETEN B

Catalyst 9300/9400 Series Switch

Catalyst 9800

Spaces Connector

—
—_— —_—
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