S
o

ACP IT Solutions AG

Hauzenberg - Regensburg - NUrnberg

www.acp-gruppe.com

!T for
innovators.




Software Defined Networking

Use Cases und Erfahrungen aus der Praxis
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SD-Networking — alter Hut? &§

A ..—
Co?‘—? Das Netzwerk der Zukunft —
automatisiert und sicher

Member of ACP Group

k revolutionieren

SDN | LIt ACI vor

1111.2013 -

Next Generation Network

CCIE #42421

e transparent, einfach und sicher

Cisco Systems Networking SDN

cfiiiRe Oliver Knon
1(CGE)¢ Senior Consultant

N/ CCIE #2421

oliver knon@sws de
Intent-based networking is Cisco’s big push fo

Center - Cisco’s IBN software



SDN - Alter Hut?

SDN-Projekte

10 Jahre Erfahrung im SDN-Bereich
34 erfolgreiche Projekte
20 Spezialisten

2016 2017 2018 2019 2020 2021 2022 2023 2024
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Classic Networking vs. Software Defined?

1990s
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hg>enable
hg# config terminal
hg(config)# interface fastethernet 1/1
hg(config-if)# ip address

1.1.1.1 255.255.255.0
hg(config-if)# no shutdown
hg(config-if)# exit
hg(config)# router eigrp
hg(config-router)# network 1.1.1.0
hg(config-router)# exit
hg(config)# exit
hg# copy run start

Today
What?

How?

"y == 7
Layer -*— | & Catalyst
|’ 4900s
Catalyst Catalyst
65008 6500 VS5
Catalyst>enable

Catalyst# config terminal

Catalyst (config)# interface
Gigabitethernet 1/1/1

Catalyst (config-if) # no switchport

Catalyst (config-if)# ip address
1.1.1.1 255.255.255.0

Catalyst (config-if) # no shutdown

Catalyst (config-if) # exit

Layer

|
ICaialystJ!ClO VBS g

Catalyst(config) # router eigrp Testl
Catalyst (config)# interface
Te 1/1
Catalyst (config-if)# ip router
eigrp Testl
Catalyst (config-if)+# no shutdown
Catalyst(config-if)# end
Catalyst# copy run start




Classic
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Networking vs. Software Defined?
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Allgemeine Merkmale einer SDN-LOsung

einfaches und zentrales Management
einheitliche Konfiguration nach Hersteller Best Practice
zentrale und einheitliche Policies (Security/QoS)
Automatisierung in:

* Rollout

= Betrieb (RMA + Updates!!!)

= Konfiguration

* Fehlersuche
Kl gestutzte Trenderkennung und Fehlersuche
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Cisco SD-Access

ACP SDN-LoOsungen

Cisco SD-WAN

X [’%}‘ Orchestrator] [“c/q-‘ ZTP[PnP ]
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Cisco ACI
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Data Center Campus Branch SOHO Cloud

WAN

Datacenter / Cloud
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ACP Projekterfahrung

20 Cisco SD-Access Projekte von 200 bis 20.000 User
8 Cisco ACI Projekte von 500 bis 40.000 User

6 Cisco SD-WAN Projekte von 200 bis 2.500 Usern
Branchen:

Industrie

Gesundheit

Versorger

Finanzen

Offentlicher Dienst
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Consultant
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Wer kennt’s?

,Das wurde wohl bei der Config vergessen...”

,Schon wieder ein neuer CVE?“

,Das ganze Wochenende updaten...hervorragend!”

,>egmentierung? Gern, aber wie?“

,Wo hangt der PC gleich wieder dran?”




,Put your money where your mouth is*

Cisco SD-Access

D-WAN

]
Cisco ACI
.
<
Edge / Remate Core Data Centers
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First Things First

Cisco Software Defined Access

The Foundation for Cisco’s Intent-Based Network

Cisco DNA Center
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One Automated
Network Fabric

ingle fabric for W%~ “d
ﬁﬁillr;fbrastruc’tu"e Sta

Identity-Based
Policy and Segmentation

Policy definition decoupled
from VLAN and IP address

Al-Driven
Insights and Telemetry

Analytics and visibility into
User and Application experience



Use Case: SDA LAN Automation

Herausforderung: ,Das wurde wohl bei der Config vergessen..."

Lésung: SD-Access LAN Automation



Use Case: SDA LAN Automation B
S

Ziel: (Voll-)automatisierte Inbetriebnahme
der SDA-Switches

Ablauf:

Definieren der Uplink-Switches + Ports
Starten der LAN Automation

Neuen Switch einbauen und anstecken
Warten (ca. 30min.)

30min? Schon lanqg, oder...?

Moment!

Was passiert im Hintergrund:

« Software-Update auf Kundenstandard
« Automatisierter Rollout der SDA Switch-

Config nach CVD + Kundenparameter
- Good Bye Copy-Paste-Fehler!

Unser Benefit:

Netzwerkmigration an 30+ Standorten
(400+ Switches) in wenigen Monaten



Use Case: RMA Workflow

Return Material Authorization (RMA) workflow

Cisco DNA Center

IP Address
10.11.11.11

Replacement switch is

5W1 Image &

racked and all the
Config file._..

connections are moved
from the RMA device to
the replacement switch

SW1 Failed
a4 Device SW2 Replacement
Device
Installer

Unser Benefit: Kein Fachpersonal vor Ort benotigt




Use Case: CVE Management

Herausforderung: ,Schon wieder ein neuer CVE?“

Losung: DNA-Center Security Advisories

vy

A
> o

>
Py
m



Use Case: CVE Management

ACP

Jeden Morgen 06 Uhr

DNA Center



Use Case: CVE Management

VIS Bear: 5 Ok e Copy

DNA Center



Use Case: CVE Management

ADVISORIES SCAN CRITERIAD

Critical High Medium Software Version Custom Advanced
Devices Advisories

SUMMARY Advisories (2) All Affecting Devices
> Impact Y Filter

> Custom Match Pattern

P—

Advisory 1D Advisory Title CVSS Score ~ Impact CVE Devices
cisco-sa-caf-3dXM8exv J Cisco I0x Application Framework Arbitrary File Creation Vulnerability 8.1 @ High CVE-2020-3238 2
cisco-sa-20190513-secureboot Cisco Secure Boot Hardware Tampering Vulnerability 6.7 @ High CVE-2019-1649 2

—




Use Case: Software Updates
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Herausforderung: ,Das ganze Wochenende updaten...hervorragend!”

L6osung: DNA-Center Software Image Management




Use Case: Software Updates

Request

Software k
Golden Image Golden Image
Pos.l De‘ploy e Select Devices
Validations

Activate
Software

l pprr)v
Seo, ‘ ,(egl ot

Validations

Automate your software upgrade cycle
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Use Case: SDA Segmentierung

Herausforderung: ,Segmentierung? Gern, aber wie?“

Losung: SD-Access Segmentierung



Use Case: Segmentierung

Angriffsflache verkleinern!



Use Case: Segmentierung

Macro-Segmentation and Micro-Segmentation
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Use Case: Segmentierung

Group Based Access Control

Account
Door locks manager

o~ &

Cameras ‘1‘

. Loan agent

Point of " @ Z:‘:I::tia'

sale  miilll

= HR
Billing H .

Internet - . Clients
L
% d|. Guest

Client
records

Policies (120) _* Enter full screen

N Filter Deploy

. Permit . Deny . Customn Default

Destination

Employees > Anti_Malware > Employees |
Employees > Anti_Malware > Employees
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Use Case: Assurance

Herausforderung: ,Wo hangt der PC gleich wieder dran?”

Losung: DNA-Center Assurance
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Use Case: Assurance & AI/MR SBRAjN'_

Cisco DNA Assurance

From network data to business insights

Network telemetry Complex event Correlated Suggested

contextual data processing insights remediation

Traceroute

ANT Complex
NetFlow 0110001110101 1v corre|ati0n._
1010110011000"
110001110107
. 10101100110 Metadata
Wireless Cl 1100011101 T mhmEmeT
1010110011
0110001110

01011001

11000111¢ Steam

1111010110011 \OLLEEENT

Clients

>R

Application

Baseline

A
Vg

Network

-]

Over 150 actionable insights

Everything as a sensor
yt 5 Clients | Applications | Wireless | Switching | Routing



Use Case: Assurance & AI/MR

ISSUES | Al-Driven Baselining
! Define Normal for a Given Network
BASELINE [

Al-Driven Anomaly Detection
Surface and Root Cause Complex Issues
Cisco
Al Network
Analytics
Al-Driven Proactive Insights
Find Global Patterns and Systemic Issues

o . Infrastructure
@ Physical | Virtual | Programmable | App Hosting

Al-Driven Comparative Benchmarking
ompare KPls Internally and with Peers iy




ACP

Use Case: Assurance & AI/MR

|
= Cisco DNA Center Assurance / Dashboards / Health Q@ ®@® O
Overall Network Client Network Services Applications SD-Access Al Analytics
() Global : (U 24 Hours ~ Jun 23, 2024 3:00 PM - Jun 24, 2024 3:00 PM &
Actions
Network Devices Wired Clients
P 83 % eany (D) TOTAL: 121 LaTEST 95% Heaithy (1) CONNECTED: 55
12113 718 8/12 32/37 7 36/42
40% N N
I 3 N
i R Wireless Clients
- - >
-+ = bis bis o =
Router Core Distribution Access Wireless Access Point LATEST 90% Healthy (1) ACTIVE: 249
Controller
W v
40%
40% .
3p ap w w»
View Metwork Health View Client Hezlth
a
Site Analytics © Data For: Jun 23, 2024 12:30 PM - Jun 24, 2024 12:30 PM O
Onboarding Attempts © Onboarding Duration ©® Connection Speed ® Roaming Attempts © Roaming Duration ®
97.- 95. 714 99. 96.
1. San Jose (24%) 1. San Jose (24%) 1. San Jose (71%) 1. San Jose (62%) 1. San Jose (62%)
View Site Analytics
v

Network Services ()

@ AAA (8 SERVERS) @ DNS (1 SERVER) l@ DHCP (6 SERVERS)
Successful Failed Successful Failed Successful Failed
1 - e E—
85% (259) 15% (a5) 100% (3810) 0% (o) 89% (a7) 11% i(8)

View AAA Dashboard View DNS Dashboard View DHCP Dashboard



ACP

= Cisco DNA Center
Client / Client 360

Gordon.Thomson-iPad

(U 7 Days ~

Time Range

O 3 Hours O 24 Hours @ 7 Days

Device: Apple-iPad 0S: Apple-iPad MAC: 6C:19:C0:8D:87:C7 1Pv4: 10.30.100.41 1PvE: fe80::42a:4026:6¢cf8:4ea2

Issues

Su MMary uun 23, 2024 3:13 PM - Jun 24, 2024 3:13 PM
« Onboarding failed during Authentication (1 out of 1), due to 'Auth Key Exchange Timeout' (1)

« Roaming failed during Authentication (4 out of 4), mostly due to ‘Auth Key Exchange Timeout' (3)

Onboarding

@ Successful Onboarding (85)
Incomplete Onboarding (24)
@ Failed Onboarding (0)
@ AAA (1)

View Details

Issues (4)

Application
Latency

Instance Count: 45

P1

hold Value of 262ms

L3 Virtual Network: -- L2 Virtual Network: --

Path Trace Application Experience Device Info  Connectivity

Roaming

View Details

Use Case: Assurance & AI/MR

VLAN ID: 120 Status: Connected Capabi

@ Successful Roaming (99)
Incomplete Roaming (4)

@ Failed Roaming (5)

een: Jun 24, 2024 3:20:51 PM

Intelligent Capture Webex 360 } MSTeams 360

3:13p

Traffic L

Jun 17, 2024 3:13 PM - Jun 24, 2024 3:13PM & @&

ork Device: AP4800 SSID: c9800AP11AC View All Details

Event Viewer

Connectivity

RF QUALITY TRAFFIC

RSSI 93% of the time is Good Retries 10% of the data traffic
SNR 100% of the time is Good Data Rate 100% of the time is Good
View Details

Jun 24, 2024 3:20 PM




ACP Use Case: Assurance & AI/MR

= Cisco DNA Center Assurance / Dashboards / Issues and Events Q @ a L

Issues Events

Q) Global i (0) 7 Days Jun 17, 2024 2:00 PM - Jun 24, 2024 2:00 PM & &
2:00p 2:00p

T T T T
6p 618 6a 12p 6p 619 6a 12p 6p 6i20 6a 12p 6p Biz1 6a 12p 6p Bizz 6a 12p 6p 6i23 6a 12p 6p Gizd4 6a 12p GJ

Most Impacted Areas by Issue Priority: Global

iy San Jose fls San Francisco
431 P1 | 2328 Open 49 P71 | 185 Open
All P1: 482 : 553 P3: 1582 Pa: 7 Al-Driven: 5
Total Open: 2624 T Export
Q Search Table Y
Priority = Issue Type = Device Role Category Issue Count = Site Count (Area) Device Count Last Occurred Time -
P1 Fabric Devices Connectivity - ISE Server BORDER ROUTER Connected 48 1 1 Jun 24, 2024 1:32 PM
P1 WLC unreachable WLC Availability 47 1 1 Jun 24, 2024 1:26 PM
P1 Fabric Devices Connectivity - Control Border Underlay BORDER ROUTER Connected 47 1 1 Jun 24, 2024 1:24 PM
P1 Switch unreachable BORDER ROUTER Availability 57 1 1 Jun 24, 2024 1:22 PM
P1 Fabric Devices Connectivity - DHCP Underlay BORDER ROUTER Connected 47 1 1 Jun 24, 2024 1:10 PM

P1 Fabric Devices Connectivity - DNS Underlay BORDER ROUTER Connected 69 1 1 Jun 24, 2024 1:06 PM



ACP Use Case: Assurance & AI/MR

BGP session Status to Peer Device | Issue Instance

P1 BGP v4 neighborship on Fabric Border 'hzb-vtO_sw-bn01.acp.de' in Fabric Site 'Global/Hauzenberg/Brueckenstr' witi =
'172.28.153.210" is down

Status: Open v = Issue Profile: global 3= Edit Issue Settings

.

INSIGHTS INITIAL ASSESSMENT

BGP v4 neighborship on Fabric Border "hzb-vt0_sw-bn01.acp.de’ in 'LISP/BGP' Fabric Site

'Global/Hauzenberg/Brueckenstr' with '172.28.153.210" is down. _ Impacted Clients

Device £ hzb-vt0_sw-bn01.acp.de 1
Time Jul 3, 2024 11:27 AM
Location Global/Hauzenberg/Brueckenstr/EG
Fabric Site Global/Hauzenberg/Brueckenstr
e Suggested Actions (3) [ prevewan |

Suggested Actions

1 Verify the BGP session status. ‘ Run |

2 Verify reachability to the BGP neighbor ‘ Run |

3 If you are unable to resclve the issue, contact Cisco TAC for support.



Use Case: Assurance & AI/MR

Problem Details Suggested Actions (3) Preview Al

Suggested Actions
v 1 o Verify the BGP session status.

° Verify the BGP session status

show ip bgp ipv4 unicast summary Success

show ip bgp ipv4 unicast summary

BGP router identifier 172.28.156.73, local AS number 65882
BGP table version is 773, main routing table versien 773
76 network entries using 18848 bytes of memory

-

109 path entries using 14824 bytes of memory
12/9 BGP path/bestpath attribute entries using 3552 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

1 BGP community entries using 24 bytes of memory -
< @ Verify the BGP session for the neighbor 172.28.153.210
show ip bgp vpnv4 all neighbors 172.28.153.210 Success

show ip bgp vpnv4 all neighbors 172.28.153.21@
BGP neighbor is 172.28.153.218, wvrf STAGING VN, remote AS 65081, external link
BGP version 4, remote router ID ©.0.8.8

-

BGP state = Active, down for never

Last update received: n/a

Neighbor sessions:
@ active, is not multisession capable (disabled)
Stateful switchover support enabled: NO for session @



SDN - Feedback unserer Kunden

,Was man nicht im Kopf hat, hat man im DNAC!*

,Dass Vieles einfach liber eine Oberflache betreut werden kann,
unterstitzt logischerweise beim Troubleshooting und macht es
effizienter. “

,Durch die Mikrosegmentierung ist es fiir uns sehr einfach Gerite
diverser Hersteller im gleichen Netz voneinander zu separieren und
gezielt Freischaltungen zu machen.”

,,Von der Assurance bin ich ziemlich begeistert, es kommt ja doch
hin und wieder vor, dass ein Client ein Netzwerkproblem hat und
da konnen wir super nachvollziehen, wo das Problem ist bzw. sein
kénnte.”
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Cisco ACI Overview
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( VXLAN

ACI Fabric

Application Policy
Infrastructure Controller




Georedundates Datacenter

Dark Fiber
Etherconnect
MPLS
Metro Ethernet
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Georedundates Datacenter (ACI Multipod)

Dark Fiber
MPLS/VPLS
o Etherconnect - ==========mcemmm e ~

Metro Ethernet
IPN D
— VXLAN S~

min MTU 1600 Bytes
(up to 50 mss RTT)

A
+

o T —
‘—-——-——-—-—ﬂ"

min MTU 1600 Bytes
(up to 50 mss RTT)
Dark Fiber
\ VPLS J
Etherconnect
Metro-Ethernet

T —
T e p—————_




ACIl Anywhere

Cisco ACI Anywhere

Any Workload, Any Location, Any Cloud

_ ACl Anywhere
(5

APIC/Multi-site Orchestrator (MSO)

.

Public Cloud

aws
~—
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mm Microsoft Azure

B8 B8 EO BE EE GO BB B8 BG BC BE MA@

Remote Location On Premise

@ Security everywhere @ Analytics everywhere

Cloud

o Policy everywhere
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Segmentierung im Datacenter

Expectation...

CRkERE)

Produktion
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Forschung + Entwicklung

GED . G

Applikationen Farschung + Entwicklung

Infrastruktur
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Cisco Catalyst SD-WAN

Manager

O n o 31 Party
Vahdator i Automatlon

Analytics
SD-WAN:Controllers

WAN Edge Routers

0*********0

Cloud Data Center Campus Branch ColLo

Management/
Orchestration Plane

Control Plane

Data Plane
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Application Based Routing BRﬁ%
S

Application Aware Routing

vManage

» |f multiple paths meet SLA, App Aware Routing Policy

= |f path is defined as preferred | Latency < 150ms
AND it meets the SLA, itis Loss < 2%
chosen ’ - Jitter < 10ms
. . e " Internet
emote Site .-~ e -~
L9 Vigl *pa’ﬂnq‘ \_k‘_“_—_ﬁﬁ__’_/r
o To— - MPLS P}
—| —) pat 2 - Data Center
-Npam CAGLTE
3 3)
Path1: 10ms, 1% loss, 5ms jitter Co—
Path2: 200ms, 3% loss, 10ms jitter SD-WAN Tunnel

Path3: 140ms, 1% loss, 10ms jitter



SaaS / laaS

Cloud Applications Cloud Providers
/Nta Center/M_\
-
O @

Azure

2 webex ] Office 365

by CISCO

Branch Branch
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Cloud On Ramp for Saas / laaS
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Branch Data Center
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Remote Site Data Center

Quality Probing



Direct Internet Access (DIA)

Internet
laaS/SaaS

NO SECURITY

o
>
Data Center =8 Branch/Campus
P
Corporate @) o0
Software %) Users ..
O
(@
NA -~ N2
R M N YN

SD-WAN Fabric

3,{ WAN Edge Device % Existing Security Stack in DMZ
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Direct Internet Access (DIA)

Cloud Security

Branch k
Security

On-Prem Security Cloud Security




Cisco Multidomain Segmentation
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Internet
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Makrosegmentierung
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Cisco SD-Access
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Clsco ACI

en~=
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Cisco Multidomain Segmentation
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ACP SDN-LoOsungen

Cisco SD-Access Cisco SD-WAN Cisco ACI
5 4 [’D{}‘ ore ] [4 PPPPPPP ] 4 o o N
2 ”“’@Q -4 >
= i o %) & e L] TR LU R
B8 B8 EEESEEEE BIEEEEEE
Da Eﬁ HEE E* &
Campus WAN Datacenter / Cloud

ACP Professional Services + Managed Services (24x7)
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Zusammenfassung Use Cases

= Automatisierung und Compliance

= CVE-Management + Updates

= Mikrosegmentierung

= Applikationsbasiertes Routing

= Security fur lokalen Internetbreakout
» Flexibler DCI flr georedundantes DC
= Seamless Public Cloud Integration
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Business OQutcomes

* hohere IT-Sicherheit / weniger Risiken

= hOhere Compliance

* bessere Konnektivitat und Applikationsperformance
= gesteigerte Anwenderproduktivitat

» geringere Betriebskosten




Fragen?
¢S Antworten!
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